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CYBER INSURANCE: MANAGING THE RISK

There’s no doubt that cyber-attacks and data breaches are
growing in both number and sophistication - and causing
great concern for small and large businesses alike.
Given a cyber-attack’s potential to cause serious reputational
damage, managing the risk they present can no longer be
considered an issue for just the IT department: cyber security
risk management is being discussed more frequently around
the boardroom table. In fact, results from BDO USA’S
2016 BOARD SURVEY highlight that more than two-thirds
of respondents said their Board is more involved in cyber
security than it was a year ago.
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POSITIVE TRENDS AROUND CYBER SECURITY

Effective cyber security is not just
about technology – it involves the
whole business and how well risks
are managed. Best practice cyber risk
management involves understanding
inherent risk measurement,
risk mitigation and residual risk
management.
Increasingly, cyber insurance is being
used as a vehicle for transferring part of
an organisation’s residual financial and
legal risk to insurance cover.
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Source: 2016 BDO Board Survey, BDO USA.

Unlike traditional insurance, there are no standard cyber insurance policies
This means that policy holders and insurance companies often agree on negotiated
policy terms and, although the insurance market is growing, the general lack of
standardisation can create traps for the unwary. It is therefore important for your
business that, as policy holders, you understand your unique risk profile and get the
right cyber insurance policy to meet your needs.

As a business owner, how do you know if you need cyber insurance? What’s
the right coverage, and how do you prepare for a cyber intrusion or data breach
incident?
BDO CAN HELP
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THE CURRENT CYBER RISK LANDSCAPE

LET’S FIRST CONSIDER SOME
CONTEXT
Cyber incidents are on the rise. BDO
USA’S 2016 BOARD SURVEY, which
sought insights from Board members
about their cyber security practices,
found that 22% had reported cyber
incidents in the previous two years. The
challenge for industry is that, as cyber
incidents increase, they will become
more difficult – and therefore more
expensive - to defend. The same survey
found that the average annual cost of
cyber breaches was US$4 million.
The EU General Data Protection
Regulation (GDPR) comes
into force in May 2018, and
organisations in breach may
be fined up to 4% of annual
global turnover or €20 Million
(whichever is greater)

In many jurisdictions, businesses
now also need to factor in the cost of
compliance – or be faced with massive
fines for non-compliance. Against the
backdrop of a rapidly evolving threat
environment, several governments
are introducing new data protection
regulations. These regulations generally
require organisations to put appropriate
security measures in place to protect
personal information (of their people,
their clients/customers, and their
suppliers), and have mandatory data
breach notification systems in place to
report privacy breaches to authorities
and individuals whose information was
compromised.

With these sorts of figures in mind,
it’s easy to see why Boards and
business owners have become much
more interested in cyber security risk
management.
As the nature of cyber-attacks evolve,
so too does the cyber insurance market.
More organisations are now looking
at cyber insurance as part of their
risk mitigation plans, with 28% of
organisations having some form of cyber
insurance. The figure is much lower for
small to medium sized businesses.
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LOOKING FOR CYBER INSURANCE?
FIRST, UNDERSTAND THE CYBER RISKS

Organisations are rapidly adopting
new technologies and partnering
with third parties to conduct critical
business processes. This can result in a
poor understanding of the risk posture
across an organisation – especially an
understanding that extends to third
parties and essential service providers.
The BDO USA Board Survey of last year
found that 52% of organisations have
processes in place to conduct regular
cyber security risk assessments, but only
40% of organisations have a process
in place to conduct third party/vendor
risk assessments. This means that many
organisations do not have repeatable
processes in place to consider and assess
their cyber risk exposure and how these
may impact the business.

Cyber insurance policies typically cover your financial and legal
liability to third parties from:
•

Claims arising from your IT system being the source of a cyber
event

•

Claims for breaches of confidential information or intellectual
property

•

Regulatory actions for breaches of privacy, including fines,
penalties, notification and monitoring costs

•

PCI fines, penalties and assessments
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Businesses need to understand insurable
cyber risks. Cyber insurance policies
provide* cover for your losses, including:
• Costs of restoring systems and data
• Forensic investigation costs
• Loss of revenue/profit due to a cyber
event
• Public relations costs
• Financial losses from cyber theft or
extortion
*but not always

REGULATORY
INVESTIGATIONS

These are some simple steps you should take to better understand your cyber
risk posture and determine whether you need cyber insurance:

UNDERSTAND YOUR
CRITICAL BUSINESS
ASSETS AND THE CYBER
RISK TO THOSE

• What are your critical assets (systems and data)?
• Who will be interested in them - and why?
• The first step is to identify the critical business assets (your crown jewels) which are
important to your business.
• You then need to perform a threat assessment of your environment and benchmark against
your industry peers to identify which adversaries or cyber criminals may be interested in your
assets and their motivations. These might include, for example, cyber criminals targeting
your systems and data for financial gain, competitors interested in your intellectual property
or activists wanting to disrupt your business

EVALUATE RISK
EXPOSURE AND
QUANTIFY RISKS

• Perform an assessment of the security controls in place to protect your critical assets

DECIDE IF THE
CURRENT LEVEL
OF PROTECTION
IS SAFEGUARD
ENOUGH

• Assess whether you can remediate any identified risks, or, if they can’t be remediated,
whether you need financial protection in the form of an insurance policy

REMEDIATE WHAT
YOU CAN AND GET
INSURANCE FOR
THE REST

• Quantify the value of those critical assets by modelling the potential financial impact on
your business - i.e. the cyber risk exposure - if you experience a cyber-attack against nondefendable assets

• Put simply, decide if you are comfortable with the financial impact to your business in the
event of a cyber incident, or if you need insurance to cover the risk. For example, discuss
critical asset security gaps and financial exposures of a cyber incident with management/
business owners and assess how it conforms to your ‘risk appetite’

• Implement a security risk remediation programme to address the agreed gaps. Evaluate
cyber insurance policies for those risks that can’t be remediated, and select an appropriate
policy that provides the cover you need.
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NOW FIND THE RIGHT POLICY

Many cyber incidents go unreported,
barely 25% of the Boards surveyed by
BDO USA shared information on cyber
attacks outside their organisation. Due
to the general lack of visibility around
the cost of cyber attacks and data
breaches, insurance companies are
limited in their ability to develop robust
risk modelling for them. They therefore
mitigate this by having very restrictive
terms in their cyber insurance policies.
This means that selecting the right
cyber insurance can become a complex
exercise.
You need to evaluate your
business’ cyber insurance
policies for the risks that can’t
be remediated. This involves
checking the terms and
exclusions and testing them
on scenarios from your risk
assessment to confirm coverage

Ideally, this part of the process
should be done by consulting with
an experienced broker, and having
them select an appropriate policy that
provides the cover you need.
It is then critical to reassess your
position and adjust your policy on an
annual basis, or when an information
technology upgrade occurs.
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BE PREPARED AND BUILD
RESILIENCE

With an understanding of your
cyber risks and appropriate financial
protections in place for residual cyber
risks, response plans and processes
provide an additional – and vital - layer
of cyber resilience.
Formalised cyber incident detection
and response processes will allow your
business to respond to cyber incidents
when they happen. These processes
should also consider any reporting
requirements to government or
individuals affected.

Cyber risk management is a
continuous process and the
following should be revisited
regularly:
•

Your cyber risk assessment

•

The security risk
remediation programme to
address any gaps identified
in the risk assessment

•

The cyber insurance needs
for transferring your
residual risks

•

Reporting requirements to
government or individuals
affected.

CALL IN THE
EXPERTS

If you’re not experienced in running a
cyber risk assessment, it’s important
you involve experts in the process.
Be mindful that, while insurance
brokers conduct risk assessments
of their clients’ businesses and
suggest remediation actions – which
they then present to insurance
underwriters – they don’t necessarily
have the in-depth expertise to
undertake the required level of
assessments and investigation on
cyber risks. It’s very important that
your organisation is presented with
fit-for-purpose risk remediation
strategies for identified cyber risks.
Suffice to say that cyber insurance
is a rapidly changing and growing
market addressing a major business
risk. If selected properly it can be an
effective risk management strategy,
but without an appropriate approach
to choosing the best policy, it may
not provide the protection that your
business thinks it will.
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